Resource 1:
Consequences diamond 9

"

Receive
a permanent
criminal record which
can affect access to further
education and to job

choices
Have to pay a penalty
or fine

Any future internet access
is restricted

Have a ‘Cease
and Desist’ visit and
warning from police officers
either at home, work or
school

Getting arrested

Some
countries (such as
the USA) will not allow
anyone with a cybercrime
record to enter the
country

Have computer
and other devices (e.g.
phone, tablet) confiscated
by police

A possible prison sentence

Not being allowed a bank
account

Resource 2:
Who can help scenarios
Bobbie is refusing to play online games with
his friends. He says he has real friends now
and that online gaming is for little kids.

Bobbie’s ICT teacher
notices that Bobbie has
asked some very detailed
questions in lessons
about coding that are way
beyond the skills of the
rest of the class.

Bobbie’s parents have become
suspicious that he is spending a
lot of time alone on his laptop
in his room. When they checked
his internet search history, it was
empty.

The police have been informed
by a local bank that there have
been 25 attempts to hack into
the bank’s computer system
from the same source.
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Resource 3:
Comparing online and off-line crime
How might each person have felt after
their experience?

What financial consequences might each
person experience?

Person A:

Person A:

Person B:

Person B:

Person A
A few months ago my personal computer was hacked, and my
identity was stolen. The person deleted important documents I’d
been working on for months, and made online payments without me
knowing.

Person B
Last year my house was burgled. Someone broke in and took valued
possessions such as jewellery, my electronics and some savings I was
keeping at home.

What security issues might each person
have to put in place in future?

What practical inconveniences might have
affected each person?

Person A:

Person A:

Person B:

Person B:

What are the similarities and differences between online and off-line crime?

