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Regional Organised Crime Unit Network

We know Cyber
Security isn'’t
a one size fits all
approach so here
IS an overview of
what we provide
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The North East
Regional Cyber
Crime Unit _(tNERCCU)
operates within the
orth East Regional
Organised Crime
Unit (NEROCU) and
provides specialist
cyber related advice,
support and guidance
free of charge.

NEROCU is a collaboration-between the three
North East forces of Northumbria Police, Durham
Constabulary and Cleveland Police. It is one of
ten Regional Organised Crime Units'(ROCUs)
operating across-England and Wales.

More information on-the support we
provide can be found in this leaflet.
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Regional Organised Crime Unit Network

If you are experiencing a live cyber-incident, please report it to Action
Fraud via their website www.actionfraud.police.uk or 0300 123 2040.

More information and-advice can be found-on our website at
www.nerccu.police.uk

Cyber
Security

CPR

The support
we can provide
IS divided up
into sections
which focus

on Continuity,
Preparation and
Resilience to
help you better
manage your
cyber security
journey.

Continuity

+ Cyber Exercising
+ Cyber Business Continuity
+ Incident Response Management

Preparation

+ Decisions and Disruptions
+ Cyber Escape Room
+ Staff Training

Resilience

+ Police CyberAlarm

* North East Business
Resilience Centre

- MyNCSC




Tnage

In an ever-evolving digital landscape, safeguarding
your business against cyber threats is paramount.

Our cyber triage offers a comprehensive evaluation of your current cyber
security posture and business needs, paving the way for a bespoke
cyber security programme for your organisation.

Secure your business digital future with a personalised approach to cyber
security and take the first steps towards a safer, more resilient digital presence.

Facilities needed:

Capacity:

To book contact:

nerccuprotect@durham.police.uk

Continuity

Cyber

EXxercising

A custom-made exercise to test the response
plans of your organisation in the event of digital
disruption. This session presents a tailored

scenario with realistic injects to simulate a
security incident.

Working as a team, participants will respond to the scenario using policies
and procedures currently in place across the organisation. This session
emphasises the importance of planning and highlights areas of strength
and potential areas for improvement.

Facilities needed: A Room
Screen to project on to
Tables

Time: Up to half a day

To book contact:
nerccuprotect@durham.police.uk




Continuity

Business
Continuity

In today’s digitally-driven world, ensuring
uninterrupted businesses operations is critical.
Our cyber business continuity planning service

is designed to protect your business from digital
disruption. By focusing on different types of
digital disruptions and cyber threats, we help you
to think about resilience and adaptlve planning
that will help keep your organisation running

Every business and organsiation has their own unique and critical infrastructure,
we can advise and draw upon our experience to help you better understand the
impact of digital disruption on your organisation.

Facilities needed: A Room
Screen to project on to
Tables

Capacity:
Up to half a day

To book contact:

nerccuprotect@durham.police.uk

Continuity

Incident
Response
Management

Effective response to cyber incidents is crucial for
minimising damage and restoring some normality.

The incident response management programme gives you an understanding
of how to respond and what to expect as an incident unfolds.

Facilities needed: A Room
Screen to project on to
Tables

Time: Up to half a day

To book contact:

nerccuprotect@durham.police.uk



Preparation

_ - and
Disruptions

Decisions and Disruptions is an immersive game
that puts you in the front seat of a power plant and
allows you to make critical decisions on your plant’s
security with the help of your fellow board members.

You will be called upon to make vital decisions on what to spend your money

on each quarter. But like all decisions, it isn’t always going to be plain sailing
and you might find yourself with a disruption that you need to fix before it affects
your business.

The game uses Lego bricks to make the experience more interactive and
to allow you to be hands on.

It is geared towards key decision makers within a business, however, is also
a good opportunity to involve all staff so they are aware of the impact cyber
crime can have on everyone and the steps needed to counteract such threats.

Facilities needed: A Room
Screen to project on to
Tables

Capacity:

To book contact:
nerccuprotect@durham.police.uk

Preparation

Cyber
Escape
Room

Get ready to play Cyber Detective as you and
your team members tackle a fun and interactive
cyber escape room. You will need to solve clues
to prove your boss is innocent and uncover the
cyber criminal enterprise behind the incident.

Working as a team, you will complete tasks, learn the basics of cyber security
and how important it is to have good digital hygiene. This is a tabletop exercise
(we don’t lock your team up in a room!) and all materials are provided by us

We only require a big enough room, especially if you are putting teams
up against each other — we don’t want any cheating going on.

Price: Free

Facilities needed: A Room
Screen to project on to

Tables
Time: 1 Hour

To book contact:

nerccuprotect@durham.police.uk



Preparation

Training

Non-technical Some topics

presentations that cover we cover
nationally recognised include:

cyber security advice
which can be applied

+ Small Business Guide
* Response and Recovery

both at work and at home. o el Gy ey
Sessions are interactive - Phishing
and can include content * Emerging Threat Updates

tailored to your sector + Cyber Threat Landscape
; - Artificial Intelligence

Facilities needed: A Room
Screen to project on to
Tables

Capacity:

To book contact:
nerccuprotect@durham.police.uk

Resilience

= 2| National Cyber
07| Security Centre

a part of GCHQ

MyNCSC

The NCSC'’s digital services are designed to
improve an organisation’s approach to cyber
security. Although each service can be used
in isolation, the best outcomes are achieved
when these services are applied as part of a
holistic approach.

More information on MyNCSC
can be found on their website:
MyNCSC - NCSC.GOV.UK

Price: Free

Facilities needed: N/A

Time: N/A




Resilience

CyberAlarm

Police CyberAlarm Benefits of using

(PCA) is an award- PCA include:
winning free tool, - _
Regular activity reporting

pro.VIded by el local * Identify your business vulnerabilities
pOI|Ce force and funded . Business information and intelligence
by the Home Office + Helps police to help you

to help your business
or organisation
monitor and report
the suspicious cyber
activity it faces.

Facilities needed:
Capacity:

www.cyberalarm.police.uk/

Resilience
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North East
Business :@- uu

Centre (NEBRC)

To provide small businesses with quality cyber
security support, the North East Business
Resilience Centre operates as part of a national
network. They help to educate SMEs on fraud
and cybercrime prevention in order to keep
businesses as safe as possible.

The NEBRC offers a free core membership
and also additional services offered at low cost.

These include:

+ Internet investigation services If you would like a free referral
 Network vulnerability assessments in to the NEBRC, please email
+ Cyber business continuity exercise nerccuprotect@durham.police.uk
+ Security awareness training and we will assist you further.

« Cyber security policy review
+ Web app vulnerability assessment






