
NORTH EAST REGIONAL CYBER CRIME UNIT

DAILY CYBER SECURITY ROUNDUP

This report was produced on Thursday 17th October 2024 and contains
information from the previous day to the time the report was ran.

The following information has been obtained via an automated process of
checking the RSS feeds of various sources (primarily from the Five Eyes).

The Five Eyes is an intelligence alliance comprising Australia, Canada, New
Zealand, the United Kingdom, and the United States.
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NEW REPORTS:

CISA, FBI, NSA, and International Partners Release Advisory on
Iranian Cyber Actors Targeting Critical Infrastructure Organizations
Using Brute Force
https://www.cisa.gov/news-events/alerts/2024/10/16/cisa-fbi-nsa-and-international-partner

s-release-advisory-iranian-cyber-actors-targeting-critical

16/10/2024 13:00

CISA and FBI Release Joint Guidance on Product Security Bad
Practices for Public Comment
https://www.cisa.gov/news-events/alerts/2024/10/16/cisa-and-fbi-release-joint-guidance-p

roduct-security-bad-practices-public-comment

16/10/2024 13:00

Oracle security advisory – October 2024 quarterly rollup
(AV24-591)
https://cyber.gc.ca/en/alerts-advisories/oracle-security-advisory-october-2024-quarterly-rol

lup-av24-591

16/10/2024 16:14



[Control systems] ABB security advisory (AV24-592)
https://cyber.gc.ca/en/alerts-advisories/control-systems-abb-security-advisory-av24-592

16/10/2024 16:34

Atlassian security advisory (AV24-593)
https://cyber.gc.ca/en/alerts-advisories/atlassian-security-advisory-av24-593

16/10/2024 16:57

F5 security advisory (AV24-594)
https://cyber.gc.ca/en/alerts-advisories/f5-security-advisory-av24-594

16/10/2024 18:31

Cisco security advisory (AV24-595)
https://cyber.gc.ca/en/alerts-advisories/cisco-security-advisory-av24-595

16/10/2024 18:42

SolarWinds security advisory (AV24-596)
https://cyber.gc.ca/en/alerts-advisories/solarwinds-security-advisory-av24-596

16/10/2024 19:29

VMware security advisory (AV24-597)
https://cyber.gc.ca/en/alerts-advisories/vmware-security-advisory-av24-597

16/10/2024 19:59

AlpineReplay - 898,681 breached accounts
https://haveibeenpwned.com/PwnedWebsites#AlpineReplay

17/10/2024 05:01


