
NORTH EAST REGIONAL CYBER CRIME UNIT

WEEKLY CYBER SECURITY ROUNDUP

This report was produced on Monday 17th August 2026

The following information has been obtained via an automated process of
checking the RSS feeds of various sources (primarily from the Five Eyes).

The Five Eyes is an intelligence alliance comprising Australia, Canada, New
Zealand, the United Kingdom, and the United States.

------------------------------------------------------------------------------------------------------

NEW REPORTS:

Red Hat security advisory (AV26-803)
https://cyber.gc.ca/en/alerts-advisories/security-bulletin-red-hat-av26-803

11/08/2026 20:22

RingCentral - 1,596,490 breached accounts
https://haveibeenpwned.com/Breach/RingCentral

13/08/2026 11:54

How BitLocker PINs help protect your data and devices
https://www.ncsc.gov.uk/blogs/how-bitlocker-pins-help-protect-your-data-and-devices

13/08/2026 13:00

AL26-018 - Vulnerability affecting Cisco ASA and Secure Firewall
Threat Defense Software Remote Access SSL VPN -
CVE-2026-20349
https://cyber.gc.ca/en/alerts-advisories/al26-018-vulnerability-affecting-cisco-asa-secure-fi

rewall-threat-defense-software-remote-access-ssl-vpn-cve-2026-20349

13/08/2026 14:14



AMD security advisory (AV26-813)
https://cyber.gc.ca/en/alerts-advisories/amd-security-advisory-av26-813

13/08/2026 14:38

GitLab security advisory (AV26-814)
https://cyber.gc.ca/en/alerts-advisories/gitlab-security-advisory-av26-814

13/08/2026 14:54

WebPros security advisory (AV26-815)
https://cyber.gc.ca/en/alerts-advisories/webpros-security-advisory-av26-815

13/08/2026 16:17

Zimbra security advisory (AV26-816)
https://cyber.gc.ca/en/alerts-advisories/zimbra-security-advisory-av26-816

14/08/2026 14:11

HashiCorp security advisory (AV26-817)
https://cyber.gc.ca/en/alerts-advisories/hashicorp-security-advisory-av26-817

14/08/2026 16:54

FreePBX security advisory (AV26-818)
https://cyber.gc.ca/en/alerts-advisories/freepbx-security-advisory-av26-818

14/08/2026 17:06

Inside a Fast-Moving Phishing Campaign Captured by AIDE
https://globalcyberalliance.org/inside-a-fast-moving-phishing-campaign-captured-by-aide/

17/08/2026 09:00

PREVIOUSLY REPORTED ON:

Dell security advisory (AV26-788)
https://cyber.gc.ca/en/alerts-advisories/dell-security-advisory-av26-788

10/08/2026 13:38

IBM security advisory (AV26-789)
https://cyber.gc.ca/en/alerts-advisories/ibm-security-advisory-av26-789



WebPros security advisory (AV26-790)
https://cyber.gc.ca/en/alerts-advisories/webpros-security-advisory-av26-790

10/08/2026 15:04

HashiCorp security advisory (AV26-791)
https://cyber.gc.ca/en/alerts-advisories/hashicorp-security-advisory-av26-791

10/08/2026 15:09

WordPress security advisory (AV26-792)
https://cyber.gc.ca/en/alerts-advisories/wordpress-security-advisory-av26-792

10/08/2026 15:14

Roundcube security advisory (AV26-793)
https://cyber.gc.ca/en/alerts-advisories/roundcube-security-advisory-av26-793

10/08/2026 16:15

Cisco security advisory (AV26-794)
https://cyber.gc.ca/en/alerts-advisories/cisco-security-advisory-av26-794

10/08/2026 17:02

Qualcomm security advisory (AV26-795)
https://cyber.gc.ca/en/alerts-advisories/qualcomm-security-advisory-av26-795

10/08/2026 19:06

Water sector example added to the NCSC’s Secure connectivity
principles
https://www.ncsc.gov.uk/blogs/water-sector-example-added-to-the-ncscs-secure-connecti

vity-principles

11/08/2026 13:00

Grafana security advisory (AV26-796)
https://cyber.gc.ca/en/alerts-advisories/grafana-security-advisory-av26-796

11/08/2026 14:17



HashiCorp security advisory (AV26-797)
https://cyber.gc.ca/en/alerts-advisories/hashicorp-security-advisory-av26-797

11/08/2026 14:52

SAP security advisory – August 2026 monthly rollup (AV26-798)
https://cyber.gc.ca/en/alerts-advisories/sap-security-advisory-august-2026-monthly-rollup-

av26-798

11/08/2026 15:20

Commvault security advisory (AV26-799)
https://cyber.gc.ca/en/alerts-advisories/commvault-security-advisory-av26-799

11/08/2026 16:06

AMD security advisory (AV26-800)
https://cyber.gc.ca/en/alerts-advisories/amd-security-advisory-av26-800

11/08/2026 16:42

Rapid7 security advisory (AV26-801)
https://cyber.gc.ca/en/alerts-advisories/rapid7-security-advisory-av26-801

11/08/2026 18:33

[Control systems] Siemens security advisory (AV26-802)
https://cyber.gc.ca/en/alerts-advisories/control-systems-siemens-security-advisory-av26-8

02

11/08/2026 19:03

Microsoft security advisory – August 2026 monthly rollup
(AV26-804)
https://cyber.gc.ca/en/alerts-advisories/microsoft-security-advisory-august-2026-monthly-r

ollup-av26-804

11/08/2026 20:58

Ivanti security advisory (AV26-805)
https://cyber.gc.ca/en/alerts-advisories/ivanti-security-advisory-av26-805

11/08/2026 21:09



Help shape the future of resilient private 5G
https://www.ncsc.gov.uk/blogs/help-shape-the-future-of-resilient-private-5g

12/08/2026 13:00

Google security advisory (AV26-806)
https://cyber.gc.ca/en/alerts-advisories/google-security-advisory-av26-806

12/08/2026 13:33

Cisco security advisory (AV26-807)
https://cyber.gc.ca/en/alerts-advisories/cisco-security-advisory-av26-807

12/08/2026 13:43

Joint guidance on opportunities for artificial intelligence in cyber
defence
https://cyber.gc.ca/en/news-events/joint-guidance-opportunities-artificial-intelligence-cyber

-defence

12/08/2026 15:00

Adobe security advisory (AV26-808)
https://cyber.gc.ca/en/alerts-advisories/adobe-security-advisory-av26-808

12/08/2026 15:26

SonicWall security advisory (AV26-809)
https://cyber.gc.ca/en/alerts-advisories/sonicwall-security-advisory-av26-809

12/08/2026 16:05

MongoDB security advisory (AV26-810)
https://cyber.gc.ca/en/alerts-advisories/mongodb-security-advisory-av26-810

12/08/2026 16:41

[Control Systems] Phoenix Contact security advisory (AV26-811)
https://cyber.gc.ca/en/alerts-advisories/control-systems-phoenix-contact-security-advisory

-av26-811

12/08/2026 17:09



Fortinet security advisory (AV26-812)
https://cyber.gc.ca/en/alerts-advisories/fortinet-security-advisory-av26-812

12/08/2026 18:38


